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InCroduckior

Welcome to my Linux presentation.

Today, we'll cover key topics such as navigating the
Linux filesystem, creating and managing directories and
files, and locating files easily.

We'll also learn how to create and manaCFe shell scripts,
including changing their permissions and setting the
PATH variable Bermanently. User and grou
management, both through the command line and GU|,
will be discussed, along with how to test these settings.

Additionally, we'll explore network configuration,
manage interfaces, and use network utilities.

Lastly, we'll focus on monitoring processes, user
activities, and network bandwidth usage to keep the
system running smoothly and securely.
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CREATE DIRECTORIES
AND FILES - .

total ©

-rwWw-rw-r-- 1 student student © May 7 16:00 filel
-rWw-rw-r-- 1 student student © May 7 16:00 file2
-rw-rw-r-- 1 student student ® May 7 16:00 file3
: S echo "YANETH GONZALEZ

Creating directories and files is a
fundamental skill in Linux, and it's .
essential for organizing data. -

ECHO

cD

For example
« mkdir myfolder creates a
directory called "myfolder®”.

VvV VVVV VYV VY

AC

: S echo"YANETH GONZALEZ"
echoYANETH GONZALEZ: command not found

: S date

Sy |

Tue 07 May 2024 04:19:54 PM EDT

o Is -l lists the contents of the
current directory, showing
"myfolder" as a newly created
directory.

In this example create a folder
called “/JanFebSession/Coursel”

« cd myfolder changes the current
directory to "myfolder". Yf?‘é

« touch myfile.txt creates an empty
file named "myfile.txt".




COPY AND REMOVE
DIRECTORIES AND FILES

Managing files and folders is
straightforward using commands like rmdir
for removing empty directories and rm for
deleting files.

« For instance, on Ubuntu, you can delete
an empty directory named "Course3" in
"MarFebSession" with rmdir
MarFebSession/Course3.

To remove a file named "files3" in the
"Coursel" directory under
"MarAprSession”, use rm
MarAprSession/Coursel/files3.

« The tree command helps you visualize
the directory structure, allowing you to
see changes before and after managing
directories and files.

:~$ rmdir MarFebSession/Course3
rmdir: failed to remove 'MarFebSession/Course3': No such file or directory

:~S rmdir MarAprSession/Course3
:~$ rm MarAprSession/Coursel/file3
:~$ tree JanFebSession MarAprSession

5 directories, 5 files

:~$ echo "YANETH GONZALEZ"
YANETH GONZALEZ

:~$ date
Tue 07 May 2024 04:33:34 PM EDT
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LOCATE DIRECTORIES
AND FILES

Activities -] Terminal « May 7 16:45

"ee r student@ubuntu1: ~ == - o X

In Linux, navigating and locating directories
and files efficiently is essential for managing | 11,283,649 bytes used to m:jtabase

:~$ sudo updatedb
your SYStem, *j [sudo] passwnrd.fnr studentf
:~$ locate -1 course
/home /student/JanFebSession/Coursel

One powerful tool for this task is the locate /home/student/ JanFebSession/Course2
Jhome /student/JanFebSession/Course3
command. .

/home /student /JanFebSession/Coursel/filel
/home /student/JanFebSession/Coursel/file2
Jhome /student/JanFebSession/Coursel/file3
/home /student /MarAprSession/Coursel
/home /student /MarAprSession/Course2

g YOU Can USG |Ocate 'i Course to find files /home /student /MarAprSession/Coursel/filel
;’home}atudent,’ﬂarﬁprSESEinnICcursel,’filEz)

related to "course." .8 -r /file1s

-r: command not found

:~8 locate -r [/filel$
Jhome /student /JanFebSession/Coursel/filel
/home /student /MarAprSession/Coursel/filel

» To locate directories or files ending with :-$ echo "yaneth gonzalez"

yaneth gonzalez

l'files1,ll use locate -r /ﬁle51$- Tue 87 May 2@24:0132335 PM EDT
-9

« These commands help users quickly find
data in Linux.







CHANGE SCRIPT FILE
PERMISSIONS

In Linux, changing script file permissions is
simple.

For example:

- If you want to give everyone the ability to
read, write, and execute a file named
todolist, you would use the chmod 755
todolist command.

e This command allows full permissions to the
owner of the file (7), and read and execute
permissions to group members and others

(5).

« It ensures that users can interact with the
file according to these permissions.

« Understanding and using chmod effectively
is essential for managing file access in Linux.

[+ student@ubuntu1: ~

command 'pmw' from deb pmw (1:4.36-1)

command 'psw' from deb wise (2.4.1-21)

command 'pda’ from deb speech-tools (1:2.5.6-8buildl)
command 'pwd' from deb coreutils (8.36-3ubuntu2)

Try: sudo apt install <deb name->

=S pwd

/home /student )
:~S nano todolist
:~S chmod 755 todolist

:+~S 1s -1 todolist
-FrWXr-xr-x 1 student student 202 May 15 13:05
:~§ . ftodolist
Enter todays's to-do-1ist (Press ENTER to complete):
1. work 2. family 3. school
You entered: 1. work 2. family 3. school
:~S echo "Yaneth Gonzalez
> AL
:~S echo "Yaneth Gonzalez”
Yaneth Gonzalez
:~§ date
Wed 15 May 2024 01:10:40 PM EDT
s~$



SET THE PATH
VA R I A B L E & student@ubuntu1: ~

-5 pwd
fhome /student

Linux is widely used and known for its security . :~5 todolist
todolist: command not found

and flexibility. You can tell Linux where to find :-% echo SPATH

programs by setting the PATH variable. fusr /local/sbin: Jusr/local/bin: fusr/sbin: fusr/bin:/sbin: /bin: fusr/games: fusr/loc
al/games: /snap/bin >

e Forinstance, to add a directory named g :i’;gzgg:;:: Ll

"/home/student" to the PATH variable, use: Fi it N AL IgA Tl e N g A T A L T e At s

al/games: /snap/bin: /home/student
:~5 todolist
Enter todays's to-do-list (Press ENTER to complete):

1. school 2. work 3. family
e This command helps Linux locate and run You entered: 1. school 2. work 3. family
programs stored in "/home/student" when -3 echo "Yaneth Gonzalez”
. . . Yaneth Gonzalez
you type their names in the terminal. el dats
Wed 15 May 2024 01:18:30 PM EDT
e Understanding and using the PATH s 1l
variable is important for working |

efficiently in Linux.

e $ PATH=$PATH:/home/student




MAKE THE PATH
VARIABLE PERMANENT

To permanently set the PATH variable in 1 student@ubuntu?; -

ations

Linux, edit a file that sets environment :~$ pwd

. . . /home /student
variables each time you log in. :-$ todolist
todolist: command not found
:~5 echo SPATH
. fusr/local/sbin: /usr/local/bin: fusr/sbin:fusr/bin: /sbin:/bin: /usr/games: /usr/loc
e This ensures your custom commands and al/games: /snap/bin
. . :~S PATH=SPATH: /home/student
scripts are always available. :~$ echo SPATH
fusr/local/sbin: /usr/local/bin: fusr/sbin:/u

al/games: /snap/bin: /home/student student@ubuntu1: ~
:~$ todolist

e For example, you can add a line like this to Enter todays's to-do-list (Press ENTER to c : S cd -
S 1. school 2. work 3. family :~$ todolist
your.bashrc file: You entered: 1. school 2. work 3. family Enter todays's to-do-list (Press ENTER to complete):
:~% echo "Yaneth Gonzalez"™ 1. family 2. school 3. work
Yaneth Gonzalez You entered: 1. family 2. school 3. work

:~$ date :~$ echo "YANETH GONZALEZ"
° export Wed 15 Mav 2024 A1+182+26A PM ENT YANETH GONZALEZ

PATH=SPATH:/path/to/your/directory 2 student@ubur :~$ DATE

DATE: command not found
: S cd - :~S date
o — Wed 15 May 2024 ©1:30:46 PM EDT

e Save the file, and from then on, whenever e =1
: 0doL1ls

you open a terminal or log in, Linux will e e M T
. 5 -a .bash~*

inC'.Ude /path/tO/yOUr/directory in the .bash_history .bash logout .bashrc
:~S cp .bashrc .bashrc.old

PATH Variable. :~$ nano .bashrc

:~5 source .bashrc

: S|[







TEST USER AND GROUP
SETTINGS USERS IN GUI i e

- S cd
:~S pwd

home/ john
:~S nano .bashrc

Exploring user and group settings Examples of e e e

ash: export: “/home/student': not a valid identifier

through graphical interfaces (GUI) two users :-$ todolist

odolist: command not found

is essential for managing system we created :~$ nano .bashrc

:~S§ source .bashrc
1 iccl :~$ todolist
Securlty and access permISSIons nter today's to-do-list (Press ENTER to complete):
H . family 2. family 3. family
effeCtWely- ou entered: 1. family 2. family 3. family
:~$ cat MyToDoLists
ed 22 May 2024 ©1:51:49 PM EDT
oday's to-do-list -- 1. family 2. family 3. family

e GUI tools like GNOME System
Settings provide intuitive

mary@ubuntui: ~ Q = = o x

interfaCGS fOr adding, S nano g.az:r;

:~% source .bashrc

modifying, and removing users -3 todolist

Enter today's to-do-list (Press ENTER to complete):

and grOUpS. 1. school 2. school 3. school

You entered: 1. school 2. school 3. school
:~$ cat MyToDolLists
Wed 22 May 2024 01:34:40 PM EDT
Today's to-do-list -- 1. school 2. school 3. school

For example
. . . :~$ echo "yaneth gonzalez"
« In GNOME, navigating to L
"Settings" > "Users" aIIOWS you Wed 22 May 2024 51:36:63 PM EDT
:~%
to create new user accounts
with specific privileges, change
passwords, and assign users to
supplementary groups.




REMOVE USERS
AND GROUPS

In Linux system administration,
it's important to know how to
remove users and groups for
security and resource
management.

To remove a user like "john" and delete their home
directory

e use sudo userdel -r john.

For removing groups
 use sudo groupdel developers to delete the
group named "developers".

These actions help maintain system organization and
security







DHCP AND THE RESOLV.CONF FILE.

[+1 student@ubuntu1: fvar/lib/dhcp Q = O x

Third party programs must not access this file directly, but only through the
symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a different way,
replace this symﬁﬁnk by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of
operation for /etc/resolv.conf.

nameserver 192.168.1.1
search devry.edu

: S ping -c 4 192.168.1.1
.1.1) 56(84) bytes of data.
: lcmp_seqg=1 ttl=64 time=0.338

PING 192.168.1.1 (192.16
64 bytes from 192.168.

64 bytes from 192.168.
64 bytes from 192.168.

: icmp_seq=3 ttl=64 time=0.437
: lcmp_seq=4 ttl=64 time=0.283

8
S -
64 bytes from 192.168.1.1: icmp_seq=2 ttl=64 time=0.264
|
1

--- 192.168.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = 0.264/0.330/0.437/0.067 ms
} $ echo "yaneth gonzalez"
yaneth gonzalez
- S date
Thu 30 May 2024 12:49:50 PM EDTI
: S




MANAGE NETWORK X
INTERFACES

Commands like ifconfig and ip are used to control
these interfaces.

For example

e |If you want to activate a specific interface named
ethO, you would use

ifconfig eth@ up

e To see detailed information about all interfaces,
including their IP addresses and statuses, you can

use
ip addr show

e These commands are essential for troubleshooting
network problems and setting up connections on
your Linux system.

EBack ko Agenda Page



USE NETWORK
UTILITIES

Understanding network utilities is
crucial for managing and
troubleshooting networks.

For instance
e The ping command tests if devices

can communicate by sending
packets and receiving responses.

It works by sending ICMP (Internet
Control Message Protocol) echo
request packets to the target host
and waiting for ICMP echo reply
packets.

ether 00:15:5d:00:ba:04 txqueuelen 1000 (Ethernet)

RX packets 4142 bytes 325948 (325.9 KB)

RX errors © dropped @ overruns © frame ©

TX packets 6445 bytes 524893 (524.8 KB)

TX errors © dropped 0 overruns @ carrier @ collisions ©

:~S sudo ifconfig eth® up
:~$ ifconfig ethe
etho: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.107 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feB80::7b9%e:ebf5:11a6:34e4 prefixlen 64 scopeid 0x20<link>
ether 00:15:5d:00:ba:04 txqueuelen 1000 (Ethernet)
RX packets 4167 bytes 328531 (328.5 KB)
RX errors © dropped © overruns © frame ©
TX packets 6513 bytes 532097 (532.0 KB)
TX errors © dropped 0 overruns @ carrier © collisions ©
:~$ ehoc "yaneth gonzalez" I
ehoc: command not found
:~S echo "yaneth gonzalez”
yvaneth gonzalez
:~S date
Thu 30 May 2024 01:12:50 PM EDT




MONITOR LINUX PROCESSES




Monikor user
ackpakles

Tools like w and who show who is
logged in and what they are doing, and
who logged out last

Example:

$
alice

bob
carol

pts/
pts/
pts/

users, load average:

LOGIN@

IDLE

JCPU

PCPU WHAT
s —bash
s vim file.txt
s ssh bob

Mon Jun 08:
Mon Jun 09:
Mon Jun

EBack ko Agenda Page



MONITOR NETWORK
BANDWIDTH USAGE

This involves tracking the amount of data being sent and received over the network to
ensure optimal performance and troubleshoot any issues.

Tools like iftop and nload are commonly used for this purpose.

For example

- iftop displays a real-time overview of network traffic, showing which connections
are using the most bandwidth.

« nload provides a visual representation of incoming and outgoing traffic.

By mastering these tools, you can effectively manage and optimize network
resources.




MONITOR NETWORK
BANDWIDTH USAGE

. student@ubuntu1: ~
Here is an example:

25.0Kb
 if you see "192.168.1.107 => 192.168.1.1" in iEFN165.1.107 => 192.168.1.1 4.93kb 2.18Kb 2.37Kb
<= .55kb  1.69Kb 1.71Kb
your output, it shows the IP addresses in a | 3.55kb 1.69Kb 1.71K

network connection.

Here, 192.168.1.107 is likely your computer's
IP, and 192.168.1.1 is the IP of the device
you're communicating with.

The numbers like "4.93 Kb" or "2.18 Kb"
indicate the network bandwidth usage at
that moment, measured in kilobits per ‘

second (Kbps).

peak: 5.83Kb rates: 4.93kb 2.18Kb 2.37Kb
.. . - - 3.59Kb 3.55Kb 1.69Kb 1.71Kb
These values are split into TX (data sent) : 9.24Kb 8.48Kb 3.88Kb 4.08Kb

and RX (data received). If you see "79.9KB Q=104 TLl=04 TLMe=V .43
peak," it shows the highest bandwidth
usage recorded.

The "TOTAL" value typically represents the
total data transferred during the
session.nd optimize network resources.




Lonclhusion

Today, we've explored essential aspects of Linux administration,
covering navigating the filesystem, managing files and
directories, and efficiently locating data.

We've also learned valuable skills such as scripting, user and

group management, network configuration, and system
monitoring.

By understanding these core topics, you are now equipped to
confidently navigate and manage Linux environments, ensuring
both efficiency and security in your system operations.

EBack ko Agenda Page




Thank gout

Yaneth Gonzalez




